Abstract-In this paper, a new fragile watermarking method for digital image authentication is proposed based on the zero locations of the -transform. The -transform domain is a new transform space for fragile watermark embedding. Our watermarking method is designed by exploiting the sensitivity of the positions of the zeroes of the -transform around the unit circle to any change made on the host image. The watermarking system can localize the portions of a watermarked image that have been tampered with with high accuracy. In addition, the newly proposed scheme is more secure than normal least-significant bits-based fragile watermarking techniques. Experimental results as well as the theoretical analysis demonstrated the fragility and accuracy of the new method.
I. INTRODUCTION
Digital image authentication is increasingly becoming more important with the tremendous development of the Internet. The ability of fragile watermarking to detect changes in the watermarked image to provide authenticity and integrity of the image makes it go a long way toward solving the image authentication problem.
In contrast to a semifragile watermark [1] , [2] , which only seeks to detect a predefined set of illegitimate distortions to the host image, a fragile watermark is designed to detect any change to the host image. Hence, a variety of fragile watermarking methods has been proposed by embedding identifying information in the least-significant bits (LSBs) of the image [3] - [6] . Unfortunately, these methods are somewhat unsecured as the use of LSBs could be easily detected and manipulated. In [7] , a fragile watermarking scheme using a statistical model was proposed. However, the scheme was only able to localize distorted pixels altered in the five most significant bits. In our work, we propose a novel fragile watermarking scheme in the z-transform domain. The z-transform is a convenient yet invaluable tool for representing, analyzing, and designing discrete-time signals and systems [8] - [10] . However, to our knowledge, this is the first time that this transform has been applied to digital watermarking. The locations of zeroes of the z-transform are very susceptible to any pixel value change. It has the advantage of easy implementation and pixel-wise sensitivity to external tampering. Moreover, it provides better data-hiding security protection than the normal LSBs check-sum fragile watermarking techniques. 
From (1), it can be concluded that fzig must either be real or occur in conjugate pairs to ensure that the coefficients f [n] are real. Meanwhile, since f [0] 6 = 0 and f [N 0 1] 6 = 0, the z-transform series has an even number of items. Therefore, the total number of roots should be odd. It follows that there is at least one real root. Consider z pr , which is a root of F (z) such that it is real and positive. Then, we have
Since f [n] is nonnegative, we have f [n] = 08 n which contradicts the hypotheses that the sequence is not uniformly zero.
In conclusion, F (z) must have real root(s), and this (these) real root(s) can only be negative. Moreover, most of the negative real zeroes are distributed in the neighborhood of the unit circle.
III. PROPOSED METHOD
The diagram of the algorithm is illustrated in Fig. 1 We embed the watermark w by slightly perturbing the locations of the zeroes, where w is a binary sequence of N . The watermark bits are randomly generated and the initial seed number is contained in a secret key file. A watermark signal of N bits long is embedded into every block, that is, one bit is embedded into every vector. To avoid the complex number computation, we embed the authentication watermark by slightly modifying the modulus of negative real zeroes, which are denoted by znr . As proven in Section II, since N is even, which is the case under most circumstances for natural images, there must be at least one real negative zero in the zero set of a pixel vector. of associated complex zeroes with phase angle 2 (0; (=2)], and letting K be a user defined key, we have h = H(K; V0; V1; .. .;VN01) (2) where H is a hash function and h is the N bits output. We then compute p = w 8 h After the watermark embedding process, we transform the zeroes back to the sequence using the inverse z-transform. We then obtain another vector x 0 m , which is slightly different from the one before watermarking. By applying the aforementioned process to all of the relevant blocks, we obtain the watermarked image Y.
In the authentication process, we need the watermarked image and the secret key to identify the watermark. Let the watermarked image after passing through variant communication channels beŶ. The watermark sequence w is generated using the initial state number contained in the key. The authentication process also starts by dividing the image into small blocks of size N 2 N . In every block, by applying the z-transform to every row, we obtain the zeroes. We find the values of fV m g and compute h = H(K; V 0 ; V 1 ; ...; V N01 ). We then obtain p by (3). The negative real zeroes fẑnrg are compared to the bits of p 
After checking all of the image blocks, the tampered parts are located to determine the authenticity of the input image.
IV. RESULTS AND ANALYSIS
In this section, we demonstrate the effectiveness of our proposed method with experimental results, followed by the performance analysis of the method.
A. Experimental Results
In our experiment, we set = 0:02. We used gray-scale image Fingerprint as shown in Fig. 2(a) to test our authentication algorithm. A block size of 8 2 8 was used, which is commonly used in image-processing applications. The watermarked image is displayed in Fig. 2(b) . We shall see that the watermarked image looks identical to the original image, with a peak-to-signal noise ratio (PSNR) value of approximately 45 dB. As shown in Fig. 2(c) and (d) , a small part of the fingerprint image was modified. The authentication result by our algorithm is shown in Fig. 2 (e) and we can observe that the tampered area was accurately detected.
B. Fragility of Watermark to Pixel Perturbation
From our observation, the zero locations of the z-transform are very sensitive to the value change of even a single pixel, which renders the z-transform domain ideal for fragile watermarking. We have investigated this property experimentally. We collected 1000 gray-scale natural images and calculated the negative real zeroes of the z-transform of their pixel sequences as described in Section III. We then randomly changed one pixel value in every sequence and calculated the amplitudes of the offsets of the negative real zeroes, which are reported in Fig. 3 . It can be observed that even a single pixel's change unavoidably disturbs the zero locations. In addition, we found that 98% of the negative real zeroes tend to shift toward the unit circle and as illustrated in Fig. 3 , the distribution peaks at an offset of 0.18, which is enough to change the watermark detection results.
V. CONCLUSION
In this paper, we discuss a novel fragile watermarking method based on the z-transform domain. The watermark bits are embedded by slight perturbation of the zero locations. The zeroes of the z-transform around the unit circle are very sensitive to any change of the host image. This important property provides the scheme with special sensitivity to any alteration to the watermarked image and the ability of accurate localizing. In addition, the proposed method is more secure than normal fragile watermarking techniques based on LSB embedding. Simulation results confirmed the applicability of the proposed algorithm.
